In today's fast-paced world, where more and more emphasis is being placed on ethics and ethical behavior in the workplace, the IT industry remains such an area where little or no evidence has been presented to sustain claims by employees on whether pre-conceived notions of ethics lead to professionalism among employees. To this effect, this chapter tests the knowledge of IT professionals on ethical issues such as usage of email, net surfing, net privacy, copy rights and others as recognized by professional societies such as ACM, IEEE and ACS. The study further investigates the root cause of unethical behavior at workplaces as pre-knowledge, or knowledge gained through high school and university education. The chapter follows a grounded surveying approach to find out students' extent of awareness towards ethical issues such as cheating, plagiarism, and fabrication, software piracy, misusing telephone or access to Internet; thus correlating the findings to suggest causality between 'student education and consciousness of ethical issues' to the 'awareness of ethical issues among future IT professionals'. Among others, the chapter also proposes suggestions to school and university curricula to include subjects that highlight ethical issues at workplaces.
Introduction
Any organization in any industry emphasizes the need for 'ethics at work places' among their employees to build and maintain 'professionalism'. Ethics are standards or codes of conduct that define right from wrong and form the basis of civil societies; whereas, 'professionalism includes integrity, courtesy, honesty, and willingness to comply with the highest ethical standards' (Oregon State Bar, 2005) among others.
However, how do employers ensure the employees they hire have grounded sense of ethics that they will be able to apply to their work place in order to maintain professionalism?
In this chapter, we consider the problem to be two-tiered. In the first tier, we look at the future employees of the IT industry -the students; their understanding and exposure to ethical issues such as plagiarism, cheating and software piracy. In the next part, we look closely at IT professionals' awareness to organizations such as ACM, IEEE and ACS; and to ethical issues at work places such as misuse of telephones, emails and software piracy. We then consider through grounded survey method how education of ethical issues at high school or tertiary-level might increase awareness among young adults to help them develop into employees who can carry themselves with utmost professionalism at work places.
Professionalism and Ethics: how they are perceived and why they are so important 2. Professionalism and Ethics: how they are perceived and why they are so important In today's world, professionalism and workplace ethics go hand-in-hand. Professional and prestigious societies such as ACM (ACM, 1992) , IEEE (IEEE, 1990) and ACS (ACS, 2005) all have their own sets of codes that they expect their members to follow and adhere to. However, 'computer ethics' at work places are not the discovery of the twenty-first century, despite popular beliefs. It can be dated to as far back as the World War II in the 1940s when MIT professor Norbert Wiener helped build an antiaircraft canon to shoot down fast planes (Bynum, 2001 ) which ultimately led him to some revolutionary 'insightful ethical conclusions' about information and communication technology (for further readings, ref. Wiener, 1948 and Wiener, 1950/54) . However, it was not till the 1960s that this concern took the shape of Code of Professional Conduct when Donn Parker began to examine unethical and illegal uses of computers by computer professionals. Parker's work eventually grounded into the codes of conduct for members of the Association for Computing Machinery in 1973 (Bynum, 2001) . By the 1990s, computer ethics was a full-blown topic of discussion at conferences, workshops, universities, journals and such.
Today, individuals and businesses alike, view ethics as something synonymous with religious beliefs. Although ethics can be seen as value management, misconceptions exist that have filtered into the field of computer ethics. Often enough, ethics is viewed as a 'matter of religion', 'discipline best led by philosophers and academics', 'good guys preaching to the bad guys', 'new concept', 'not in trouble with law', and 'being of little practical relevance ' (McNamara, 1999) . Other beliefs include 'being a matter of following one's feelings', 'is the same as following the law' or 'doing whatever the society accepts' (Velasquez, Andre, Shanks, J, Meyer, 2006) . Despite these perceptions of ethics at workplaces, more employers are becoming aware of the competitive advantage of hiring and retaining ethically 'aware' employees. A survey by the Aspen Institute and management consulting firm gives evidence that highlights the 'focus on ethics and values [especially after] the business scandals [surrounding the] dot-com market ' (Verschor, 2005) . It also shows that '…of 89% of the companies that have a written corporate values statement, 90% specify ethical conduct as a principle ' (Verschor, 2005) . Other statistics show that companies lose over $20 billion a year from thefts by employees (Mansueto Ventures, 2005) . Hacking, emailing, net surfing, downloading and sharing customer details are all forms of stealing that add to the cost of retaining an employee. Statistics such as -'…internet misuse at work is costing American corporations more than $85 billion annually in lost productivity'; or '1 in 3 companies have detected spy ware on their network'; or even 'although 99% of companies use antivirus software, 82% of them are hit by viruses and worms ' (Webcontent Filter, 2005 ) -help to establish employers' insistence on professionalism among its workers.
However, the critical question remains: How does one ensure that workplace ethics have been instilled in an employee so he/she can maintain a certain degree of professionalism?
What is the root of the problem? Understanding the importance of education in building ethically correct professionals
The Computer Ethics Institute and the National Computer Ethics & Responsibilities Campaign (NCERC) have briefly highlighted that the answer lies in 'education'. According to Nick Routledge, co-chairman of NCERC, 'a lot of the unethical behavior we see is a product of ignorance more than anything else…[hence] NCERC is pushing for computer ethics becoming part of standard school curriculum' (FREEDOM, 2004) .
However, before we launch into the task of finding the root of the problem, we must consider some definitions of ethics and professionalism, particularly in terms of students and employees. Although it has been and continues to be a ground for debate, the commonly referred to definition of ethics falls into two parts: actions remain in accordance with specific rules, written or unwritten, pertaining to behavior, dress, speech, etc. By extension, the adjective professional identifies somebody recognized for expertise or skill in a craft or activity.' (Wikipedia, 2006) Donald Gotternbarn has gone an extra mile to define a 'computing professional' in the following manner:
'…when I present myself in the role of a computer professional to you, I say that I have the skill, the talent and the experience to do this job well and I say that I have the moral commitment to a set of moral values and a derivative commitment to a set of standards about software development. ' (Gotternbarn, 2000) Gotternbarn also emphasizes that the computer ethics is no different from any other ethics. Although no extensive research has been carried out on ethics at workplaces that should govern IT professionals, Gotternbarn argues that the concept by itself can not be considered something new or unique (Gotternbarn, 2000) . He further argues that, to date, major research has only highlighted the use and abuse of computers but not the individuals handling them, or as he puts it, 'the domain of professional ethics --the values that guide the day to day activities of computing professionals in their role as professionals ' (Gotternbarn, 2000) . This can also be extrapolated to the world of students, where very many courses and subjects are dedicated to teaching students on how to ethically conduct themselves in typical situations, say robbing a bank or using office car to run personal errands; but there are no formal definitions of computer ethics that should be the focus of students' learning in the twenty-first century where information and technology is abundant and everyone is a literate (Forcht, 1991 pp 56-67) .
For the purposes of this chapter, therefore, we bring in set definitions of issues we consider to be ethical for students and employees. Where students are concerned, ethical issues today include but are not limited to plagiarism and fabrication, software piracy, misusing telephone or access to Internet. Plagiarism, as described by Lois Smith, 'is simply using someone else's words or ideas and claiming them as your own' (Smith, 2005) . Fabrication is the process of "making up data". Software piracy follows the standard definition of copying/downloading and using software/programs developed by authorized personal/companies without due permission and/or license. Misusing telephone or access to Internet, in this context, refer to students in internships/summer jobs/part-time jobs, and will be defined as "actions using official services for personal interest".
For employees, the ethical issues include usage of email, net surfing, net privacy, copy rights and others as recognized by professional societies such as ACM, IEEE and ACS. Defining these issues, this chapter considers usage of email and net surfing as "actions using official services for personal interest"; net privacy is defined as security of individual and organizational information via email, letters, phone, fax or other media; copyrights follow the same definition as above (for students); and finally the actual recognition of the societies and their codes of conduct such as ACM (ACM, 1992) , IEEE (IEEE, 1990) and ACS (ACS, 2005) .
Having defined the scope of this chapter through the definitions of the ethical issues when looking at students and employees, we can see that the issues are similar. What students face as ethical issues now; become issues for employees in the future. The void that seems to be carried forward from student-level, hits (Harvey, 2005) talks extensively of hacking and ethics as do Marcia J. Wilson (Wilson, 2004) , C. C. Palmer (Palmer, 2001 ) and many others. However, as the case of AOL and its exemployee shows, there are other issues besides hacking such as, in the case of AOL, 'stealing 92 million e-mail screen names from the Internet company and selling them to a spammer' that cost the company an 'estimated $300,000 from employee time spent dealing with the issue, as well as hardware and software expenses' (Kearney, 2005) .
Although due importance has been given to software piracy (for further reading, ref.
Intuit, 2006), other forms of unethical behaviour such as email or net misuse, reading others' emails, etc., have fallen out of focus.
Secondly, according to Maria Sackson, trying to reform employees through various codes and rules is a reactive approach (Sackson, 1996) . It may reduce unethical behaviour for a while, but it is not a long-term solution to the problem. 'A proactive approach is teaching students about the need for ethical standards of behavior for computer professionals and users in classrooms' (Sackson 1996) . This outlook is supported by IEEE and ACM proposal for Computing Curricula 2001 (that some accredited universities follow when introducing or revaluing their degree programs to streamline them). The Curricula dedicates a chapter to defining and rationalizing the necessity to incorporate professional practice into teaching (IEEE, ACM, 2001 ).
Ethics issues related to the information technology industry surface and affect organizations because of employees who fail to maintain professionalism at the work place. Since most of the problems root from a certain degree of ignorance to the knowledge of these issues actually being 'crimes', the core is the system of education that the professionals go through as students. Therefore, it is considered that the schools/universities play a major role in making successful professionals.
The findings reported in this chapter present a snapshot of students' extent of awareness towards ethical issues such as cheating, plagiarism, and fabrication, software piracy, misusing telephone or access to Internet. It then highlights IT professionals' extent of awareness of the ethical issues such as usage of email, net surfing, net privacy, copy rights and others as recognized by professional societies such as ACM, IEEE and ACS; and whether their education has had any effect on their knowledge. The chapter argues a correlation of these two studies and anticipates a possible causality between student awareness through education of ethical issues and its affects on professionalism.
Methodology
The authors prepared two sets of questionnaires, after dividing the respondents into two categories: professionals and students. confidentiality of all respondents' answers. It then moves on to use Demographic Information questions. The questions include the respondents' occupation, the organization they work in and the number of years in service they have completed. The purpose of this section is to examine if any demographic information is related to how the respondents react to ethics and ethical issues. All the responses are provided anonymously in order to protect the respondents' privacy.
Throughout the survey, the question layout varies. This is done in order to accurately collect data. The first type of question layout was Likert items. Likert items were used for a variety of questions pertaining to ethics definitions and theory concepts. The Likert items gave the respondents an option to categorize how they viewed ethics attributes and various definitions of ethics and professionalism. Each Likert item provided a value from 1-5, categorized from strongly agree to strongly disagree. Each item explained how the participants rated the ethics attribute and presents the respondent with a range of options to respond. It also structured the choices that could be made. Ten statements on ethics definitions and perceptions are presented to the respondents. The participants are asked to indicate how strongly they agree or disagree with the statement on a 5 point Likert scale. For example, they are given a Likert item that "Ethics is a collection of values". They had the option to check "strongly agree," "agree," "neither agree nor disagree," "disagree," or "strongly disagree." All ten statements are positively worded to minimize the respondent's confusion. Each scale point is coded as "strongly agree," "agree", neither agree nor disagree", "disagree" and "strongly disagree". Later a numeric value for statistical analysis will be allocated such that a value of 5 is given to "strongly agree" and 1 to "strongly disagree."
Next, the respondents are asked to rate non-technical characteristics of an employee on a numeric Likert scale. On characteristics such as "Interacting with others effectively, be it boss, colleague or team" or "Honesty", the respondents are asked to indicate how strongly they agree or disagree with the characteristic being a part of professional employee. Each scale point is coded as a numeric value for later statistical analysis. A value of 5 is given to "strongly agree," and 1 to "strongly disagree."
The second part begins by giving a formal definition of ethics and then asks the respondents to rate the 14 statements that reflect on various work-place behaviours that may or may not be ethically correct on a Likert scale. The Likert items gave the respondents an option to categorize how they viewed the statements regarding various ethical and non ethical issues. The participants are asked to indicate how strongly they agree or disagree with the statement on a 5 point Likert scale. For example, they were given a Likert item that "If a colleague's email is open, it is okay to read his/her emails". They had the option to check "strongly agree," "agree," "neither agree nor disagree," "disagree," or "strongly disagree." All 14 statements are not positively worded, in order to ensure validity of the respondent's answers. Each scale point is coded as "strongly agree," "agree", neither agree nor disagree", "disagree" and "strongly disagree". Later a numeric value for statistical analysis will be allocated such that a value of 5 is given to "strongly agree" and 1 to "strongly disagree". and to what extent they thought it was helpful in their work-life. If they have chosen NO, they move on to the next YES/NO question that measures whether the respondents considered prior-knowledge in the form of education to be useful before becoming professionals.
The final part of the questionnaire were in the form of multiple choice where answers to a number of 'in practice' statements are requested from the respondents. All four questions were borrowed from the ACE Practice Online Test Bank (ebusinessethics.com, 2006) in order to maintain validity of computer ethics and test the respondents' knowledge of standard issues as prescribed by professional committees. The questions all pertain to on-the-job ethical dilemmas that employees may face and asks the respondents to choose the answer that bets suits what they might do in that situation. Questions such as "Your coworker is copying company purchased software and taking it home. You know a certain program costs AED 2500 and you have been saving for a while to buy it. What do you do?" are asked with possible answers ranging from "You figure you can copy it too since nothing has ever happened to your coworker", "You tell your coworker he can't legally do this", "You report the matter to the ethics office" or "You mention this to your supervisor" to choose from. Depending on the questions, each answer is later given a numeric value to aid in statistical analysis. A value of 4 is given to the most appropriate answers (as prescribed by ACM standards) and a low point of 1 is given to the most inappropriate answers.
For the students' questionnaire (ref. Appendix B), the survey contains only two sections which correspond to the first and second part of the questionnaire for the professionals. The Demographic Information questions for the students include the respondents' grade/year in college, the high school/university they study in and their career interests. The purpose of this section is to examine if any demographic information is related to how the respondents react to ethics and ethical issues and to filter out students who are not veering into IT fields. All the responses are provided anonymously in order to protect the respondents' privacy.
Some of the statements vary depending on which group is being targeted. The first part for the students has only seven statements with Likert scale choices. It also has an additional question that allows respondents to choose from the given statements which ones they find to be ethical (respondents are allowed to choose more than one statement to ensure validity and increase the boundaries of the research). This part does not include the question that asks professionals to identify characteristics of an employee as they are students and are not expected to choose answer from esperience. The second part on applications has statements such as "It is okay to download MP3 or movies from peer-to-peer websites" on a Likert scale response system which are different from some of the statements in the survey for the professionals.
Questionnaire Design
This study was conducted using survey methodology and follows the pre/post no control group format. The survey, which was conducted by the authors, was intended to examine student and employee awareness of ethics and ethical issues. The 219 students and 50 professionals filled out paper questionnaires; 19 questionnaires from the student depot were rejected as their career interests were not in the IT industry. Through the different sections in the questionnaire, the respondents were tested to see if they recognized attributes of ethics and professionalism. The next part gave the formal definition of ethics and then the respondents were asked to scale the UOWD-RSC-WP-75 12 June 08 varying ethical issues. There were also many other variables that were tested to determine levels of awareness towards ethics attributes that may also affect respondents' behaviour to ethical issues (as described in the section above). Those answers that were qualitative in nature were assigned numerical values to quantitatively analyze the results. The questionnaire was designed specifically to collect initial and post ethical issue exposure opinions. There was no control group; each participant in each set answered the same questions in the same order.
Data Collection Process and Procedures
Upon an individual respondent's completion of a survey, their answers were collected through the use of an Excel file. Upon completion of the surveys, data was transferred into an SPSS file for analysis. Manual encoding was avoided in order to minimize error. 50 professionals and 219 students filled out a paper questionnaire. The questionnaire itself was built using Word processor. Data was collected manually. The data entered into the questionnaire were captured and ultimately exported into SPSS (a statistical software package for the social sciences) for analysis. The data entered was rechecked by the authors that minimized error as the respondents' exact answers were transferred directly two times by two persons in two separate occasions and then correlated.
Respondent description and level of ethical awareness
Due to time and monetary constraints, this study opted for a non-random, convenience sample. It was decided that a sample size of at least 50 employees and 219 students would be sufficient for statistical analysis. These sample sizes also allow for enough representation so that if statistical significance is found, projection can be made in more samples within the same population as these were drawn we would find results of the same magnitude. The questionnaires were distributed in high schools and companies and handled personally by the authors. Of these, as shown below in Tables 1 and 2 , the employee depot had a good mix of respondents from beginner level to those who had completed over 8 years in service at various positions from programmers to system administrators, documentation officers and analysts. The six companies that were chosen included multi-national and local organizations London-board GCE, GCSE and IGCSE syllabi. As shown in Table 3 and 4, most of the respondents chosen to sit for the survey were interested in pursuing career in IT; however, 19 questionnaires were rejected as, although the respondents were taking IT courses in their final year in school, they were not interested in going further in that field. 
Student Awareness of Ethical Issues
The first part of the questionnaire, as described in the previous sections, extensively tests student awareness to the definition of ethics and its attributes. A 5-point Likert scale (5 = "Strongly Agree" to 1 = "Strongly Disagree") was used to measure the response for each statement. For the entire first section (consisting of seven statements) the mean percentage and the weighted average was calculated as shown in Table 4 . Table 4 shows the respondents' views as collected through the surveys. The data clearly indicates a sufficient knowledge of ethics and its attributes as perceived by the students. The "Strongly Agree" (30.84%) and "Agree" (29.30%) items for all the seven statements indicate a high enough understanding of the concepts of ethics and its definitions. Although there is a good 26.07% response that falls under "neither agree nor disagree", with a weighted average of "3.7" ("3" being the mid value for the Likert scale considered neither agree nor disagree), the score for the students is high enough to suggest a skew towards agreeing with the definitions of ethics and its attributes. 
Legend 1: Horizontal axis label for Graph 1
The second part of the questionnaire focuses on the response of students to various practical situations that may or may not be perceived as ethical by them. Once again, a 5-point Likert scale (5 = "Strongly Agree" to 1 = "Strongly Disagree") was used to measure the response for each statement. For the entire section (consisting of 15 statements) the mean percentage and the weighted average was calculated as shown in Table 4 .
Referring back to Table 4 , the results show the respondents' choices as collected through the surveys. The findings tend to support the previous deduction that the students' perception of ethics has less to do with its attributes and more to do with how they feel about morality, religion and the law. The Likert items "Neither agree nor disagree" (20%) "Disagree" (20.8%) and "Strongly Disagree" (29.93%) have the highest scores on selection (keeping in mind that the negative wordings have been rephrased and the findings reversed for statistical analysis). Looking closely at the statements themselves, the students seem to agree with what they have been explicitly taught as right or wrong, for instance, for statements such as "copying from text books for assignments without citation" were strongly disagreed by the students. This is because most schools teach students about referencing and citations such as the Harvard Referencing System which states "All statements, opinions, conclusions etc. taken from another writer's work should be cited, whether the work is directly quoted, paraphrased or summarized" (Holland, 2005) . On the other hand, statements such as "It is okay to download music, movies and such" had high scores of "Strongly Agree" to "Agree".
Although the mean percentage for "Neither agree nor disagree" is almost the same as "Disagree", the weighted average for this section, which is a "2.61" is considered to be low when compared to the mid value of the Likert scale "3". Therefore, it is fair to deduce that students' awareness of ethical issues is low although they may appear to know what ethics and its attributes are.
UOWD-RSC-WP-75 12 June 08
Employee Awareness of Ethical Issues
As described previously in the chapter, the questionnaire targeted at the employees was divided into three parts. Looking at the first part, as described in the previous sections, the statements extensively test employee awareness to the definition of ethics and its attributes, and professionalism. A 5-point Likert scale (5 = "Strongly Agree" to 1 = "Strongly Disagree") was used to measure the response for each statement. For the entire first section (consisting of ten statements) the mean percentage and the weighted average was calculated as shown in Table 5 . Table 5 illustrates the respondents' views as collected through the surveys. The data clearly indicates a good understanding of ethics and its attributes as perceived by the employees. The "Strongly Agree" (42.5%) and "Agree" (32.75%) items for all the ten statements indicate a very high understanding of the concepts of ethics and its definitions. Although there is a 14.88% response that falls under "neither agree nor disagree" (which is high in comparison to the other items "disagree" [5.75%] and "strongly disagree" [4%]), with a weighted average of "4.04" ("3" being the mid value for the Likert scale considered neither neither agree nor disagree), the score for the employees is high enough to suggest a strong skew towards agreeing with the definitions of ethics and its attributes. However, looking at the question that asks the respondents to rate non-technical characteristics that should be a part of being an "employee/employer", the result varies significantly to the previous section, as can be seen in Graph 2 and Legend 2. The question asked the respondents to rate the various characteristics on a Likert numeric-value scale of 1 to 5 ("1" -lowest and "5" -highest). Each value can be distinguished as "Least Important", "Slightly Important", "Neither important nor unimportant", "Important" and "Very Important". Graph 2: Employee rating of non-technical characteristics of an "employee". The series represent the Likert scale ("1" -least important to "5" -most important) From Graph 2, it is easy to see that the characteristics such as Integrity (76% rating "2") and Honesty (94% rating "2") which are attributes of ethics, scored low on the rating scale. Majority of the respondents argued "slightly important" as non-technical characteristics of an employee. Also, the scores for Courage ("66%" rating "3"), Fairness (52% rating "3") and Loyalty (44% rating "3") illustrate majority unsure of whether these characteristics (which are typically ethical attributes) should be a part of being an employee.
On the other hand, characteristics such as Technical writing (58% rating "5"), Communications (72% rating "5"), Negotiating (82% rating "5"), Interacting with UOWD-RSC-WP-75 12 June 08 others effectively, be it boss, colleague or team (78% rating "5") and Openmindedness (86% rating "4") are all rated as "important" and "very important" characteristics to have as an employee.
It can be deduced from the findings that employees view professionalism slightly differently from ethics. To most of the respondents employees need to have more visual qualities such as communications and interactions, characteristics that can be "seen"; rather than ethical traits such as loyalty, fairness, honesty and integrity. This could be attributed to the misperception of ethics, especially at work places. As mentioned previously, and supported by McNamara (1999) and Velasquez, Andre, Shanks, J, and Meyer (2006) , the employees seem to understand the concepts of ethics based on their prior knowledge which stem from beliefs, feelings and laws (McNamara, 1999) . Henceforth, they do not see the ethical attributes as necessary characteristics of being a professional employee.
The second part of the questionnaire focuses on the response of employees to various practical situations that may or may not be perceived as ethical by them. Once again, a 5-point Likert scale (5 = "Strongly Agree" to 1 = "Strongly Disagree") was used to measure the response for each statement. For the entire section (consisting of 14 statements) the mean percentage and the weighted average was calculated as shown previously in Table 5 .
Referring back to Table 5 , the results show the respondents' choices as collected through the surveys. The findings tend to support the deductions from the first part that the employees do have good sense of ethics and ethical issues and how to react to them. The Likert items "Strongly Agree" (29.29%) and "Agree" (21.43%) have the highest scores on selection (keeping in mind that the negative wordings have been rephrased and the findings reversed for statistical analysis), showing that employees tend towards ethically correct actions. However, looking closely at the statements, the scenario changes dramatically. The 14 statements in the second section were grouped into further five categories to give: "Ethical Issues at Work", "Ethical issues at home", "Ethics and the use of Internet", "Ethics or Aesthetics" and "Ethics and copyright" for further analysis. Then the mean frequency of each was calculated along with the percentage as shown in Table 6 .
From Table 6 it can be seen that when the ethical issues relate to the workenvironment, such as "In my organization we are encouraged/rewarded for being professional in our workplace" or "Ethics and professionalism are two sides of a coin", the employees rigorously score for the correct action; giving a collective score of 48.29%. But, when the issue is brought home with statements such as "It is okay to download MP3 or movies from peer-to-peer websites while at home", the respondents "strongly agree" to it also.
Further findings show that when the issue is relating to Internet, such as reading others' emails, net surfing or using email for personal use, an equal percentage of the respondents chose "Strongly Agree" (28%) and "Agree" (28%).
Looking at the next category, it supports the previous findings that employees seem to value aesthetic attributes over ethical ones. The respondents scored a high percentage on "Strongly Agree" (82%) for statements such as "It is important to be a state-of-the-art technical expert than to be a good professional".
Finally, the last category that looks closely at ethics and copyright support the deductions from the first part. Employees tend to "Strongly Disagree" (27%) when asked if "It is okay to download MP3 or movies from peer-to-peer websites while at work". But, they also tend to disagree when they are asked if "It is okay to install copyright software that a friend has" which could relate to home or work environment.
The questions following part two in the questionnaire asked the respondents if they were taught about ethics in their years of education across secondary or tertiary levels.
The respondents had to answer either "yes" or "no". Graph 3 illustrates the findings that show only 19 out of 50 respondents (38%) actually had formal education in ethics. Table 7 summarizes the countries where these 19 employees were educated (however, this will not be a focus for this chapter). With these results, and looking at the findings from part two, it can be deduced that the strange variation in respondent scores to various ethical issues can be attributed to prior knowledge or education in ethics or ethical behaviour at work places. Along with McNamara (1999) misconceptions of ethics as proved by the results from part one, these results are clear indication that majority of the employees lack solid background knowledge of ethics and therefore seem to perceive ethics to apply only to "professional" environments. It also goes to show that issues relating to Internet usage are unclear to the respondents for the same reason. However, the results for ethics and copyright highlight the fact that because copyright is a major concern world-wide and widely publicized (for further reading, ref. http://whatiscopyright.org/), employees are well aware of the issue and therefore are able to distinguish right action from wrong due to prior-knowledge.
Part three of the employee questionnaire had four application multiple choice questions that were borrowed from the ACE Practice Online test bank (ebusinessethics.com, 2006) . The results from these were first tabulated and then rearranged to order them according to the ACE scale ("1" -least correct possibility to "4" -most correct possibility) for further statistical analysis. The result for each possibility is shown in Graph 4.
UOWD Graph 4 shows the skew of respondents' choice towards unethical behaviour when practical situations are presented to them. The lowest point choices "1" and "2" are the most common choices for the employees. For questions such as "You work in the mailroom and suspect a colleague is using the Federal Express service for personal mail. What do you do?", 82% chose "You ignore the situation" as opposed to "You contact ethics". This shows an unusual tendency among employees towards unethical behaviour although the respondents showed a considerably high weighted average of 4.04 on the knowledge of ethics and its attributes, and 3.25 on the "in practice" statements from the previous parts (Table 5 ). This may be attributed to the previously stated reasons such as no prior-knowledge of ethical concepts or how and where they should be applied. Without formal education in corporate social responsibilities, it is seen that employees find it hard to differentiate between ethical and non-ethical issues when personal interests come to play.
When closely looking at the statements in part two, one particular statement "As an IT professional, I should follow standards set by professional organizations such as ACM, IEEE or ACS" that scored 46% seems void when looking at the findings from part three where the questions are borrowed from ACS bank. The deduction can then be made that employees may have heard of or know such professional bodies exist but do not or have not been exposed to or made aware of the standards set by these societies where ethics at work places are concerned. Once again, the fact that 62% of the respondents had no ethics component as a part of their formal education is taken as a major factor for such poor choice of behaviour in ethical situations.
Comparison between student and employee awareness
Referring back to Tables 4 and 5 , when comparing the weighted average in the area of knowledge in ethics and ethic attributes, there does not seem to be a very large difference between students (3.7) and employees (4.04) . Both agree to the definitions provided. However, the difference comes when looking at "in practice" results. The students score a low 2.61 whereas the employees score a 3.25. Although there may not seem a large gap between the two figures, since the Likert scaling system was in place, the mid average for the scale is considered 3. Therefore, the students are in the lower hemisphere of the scale, leaning towards disagreeing whereas the employees are in the upper hemisphere skewing towards agreeing. However, it is deduced that the overall difference in the results is not significantly large as only 38% of the employees that were surveyed had been exposed to ethical issues and behaviours during the course of their education.
Professionalism and Ethics -so where is the link?
Ethics at work places have been topics of concern for many decades. As established previously, ethics in the field of information technology is nothing new. However, the growing problem of unethical practices at work places is costing organizations worldwide. At the same instance, the lack of awareness to ethical issues in student communities across nations is also adding to the costs (internetnews.com, 2003 This chapter has presented a simple research into the area that has not been highlighted much -education. When asked if they thought it "would have made a difference to have been taught about ethics or corporate social responsibilities before the employees entered the job market, the respondents' scores rated over 50% who agreed it would. As shown in the Graph 5, the YES/NO question gives a clear indication that even the employees realize the gap that exists between their education and their professional life. The chapter also highlights the misconception that students and employees harbour about professionalism and ethics, often merging the two and relating them to religion, feelings, law and the work environment, rather than to every-day life usage of information technology. It is therefore obvious that to reduce the gap between students' and employees' perception of professionalism and ethics is education 
Towards an ethically enlightened future…
As the twenty-first century roles into full swing, students are being exposed to new discoveries and latest technologies through the ever-changing and evolving curricula to keep up with the industry. At the same time, the IT professionals are getting to try their hands on these technologies. So what is the issue?
Technologies such as Intelligent Agents or "Bots" that are 'piece of software that can autonomously accomplish a task for a person or other entity' (Tavani, 2004) are the next generation intelligence that can 'be sent out on a mission, usually to find information and report back ' (BotKnowledge, 2006) . This can lead to security issues because, often enough, it is dealing with people's personal information. Leak in the information can lead to spamming, loss of privacy, and identity theft (Mowbray, 2005) . Other major technologies of concern such as surveillance and privacy have a fine line diving them. Information privacy is defined as 'an interest held by individuals regarding the control, and handling of data about themselves' (Clarke, 1997) which leads to the matter of confidentiality -a situation where information has been imparted to another person in circumstances where the confidant is aware of the special nature of the communications -and secrecy -a blanket term used when disclosure of information is forbidden. Surveillance, on the other hand, is a technology that is primarily used to protect people and their belongings, but can often breach the privacy line.
'The development of information technology and the Internet has dramatically increased the quantity of information available in digital form. This has resulted in a proliferation of uses of personal information. Some of these have major implications for the privacy of individuals ' (privacy.gov, 2006) . To this effect, 'In late 1980, the Organization for Economic Cooperation and Development issued a set of Guidelines concerning the privacy of personal records. Although broad, the OECD guidelines set up important standards for future governmental privacy rules ' (CDT.org, 2000) . This is because discovery and introduction of such technology in the hands of ignorant users can be potentially harmful. This should then obviously be backed by education in the line of ethics pertaining to issues such as net usage, email privacy, data security, piracy and such starting from high school and followed through with in-depth courses dedicated to teaching computer ethics.
The courses can not just be confined to IT students. In today's world, literacy and usage of information technology is no looked on as limited to computer students or IT professionals (Sackson, 1996) . Managers at all levels in any organisation are dealing with vital and sensitive data, and need to be ethically aware of how to handle them without breaching any privacy laws. Students and employees, regardless of their background or future interests, should be made aware of the international guidelines that have been drawn up to curb unethical behaviour and thus reducing cost to organisations and peoples' lives.
This chapter recommends a focus on and introduction of ethics as a part of formal education starting from high schools, where the students are first introduced to the world of information technology, and the education should intensify when the students move on to tertiary level, detailing various aspects of corporate social responsibilities and making them aware of ethical issues. 
